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AWS WAF > WebACLs > Create web ACL

Step 1
Describe web ACL and
associate it to AWS resources

Step 2
Add rules and rule groups

Step 3

Set rule priority

Step 4

Configure metrics

Step 5

Review and create web ACL

Add rules and rule groups

A rule defines attack patterns to look for in web requests and the action to take when a request matches the patterns. Rule
groups are reusable collections of rules. You can use managed rule groups offered by AWS and AWS Marketplace sellers. You

can also write your own rules and use your own rule groups.

Rules (0) Edit Delete Add rules &

If a request matches a rule, take the corresponding action. The rules are prioritized in order they appear.

Add managed rule groups

‘ Add my own rules and rule groups

Name Capacity Action

No rules.

You don’t have any rules added.

Web ACL capacity units (WCUs) used by your web ACL

The WCUs used by the web ACL will be less than or equal to the sum of the capacities for all of the rules in the web ACL.

The total WCUs for a web ACL can't exceed 5000. Using over 1500 WCUs affects your costs. AWS WAF Pricing [4

0/

WCUs

Rule

Name

Validate

The name must have 1-128 characters. Valid characters: A-Z, a-z, 0-9, - (hyphen), and _ (underscore).

Type
O Regular rule
© Rate-based rule

= e iests that match your criteria. Applies the action to matching requests
when the limit is reached, and removes the action when the rate falls below the limit.
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Rate-limiting criteria Learn more [2

Rate limit

The maximum number of requests to allow during the specified time window that satisfy your criteria. You can narrow the scope of the
requests using a scope-down statement. You can group requests by component types for count aggregation. You must provide at least one
aggregation component or a scope-down statement.

2000
Rate limit must be between 10 and 2,000,000,000.

—— Evaluation Windows= M3 & n& FO0|2f= 20| = 7H&

The amount of time to use for request counts.

5 minutes (300 seconds) v ‘

The default time span is 5 minutes. Valid values are 1, 2, 5, and 10 minutes.

Request aggregation
Select the web request components to use for request aggregation. AWS WAF groups, counts, and rate limfts requests based on this criteria.

© Source IP address
Use only the IP address from the web request origin. If a web request goes through one or more
proxies or load balancers, this will contain the address of the last proxy, and not the originating
address of the client.

(O 1P address in header
Use only a client address in an HTTP header. Use caution with this option, as headers can be
handled inconsistently by proxies and they can be modified to bypass inspection.

() Custom keys
Create an aggregation key using one or more component types, selected from a list. You can
combine an IP address option with other components, and you can create keys that don't use an IP
address.

() Count all

Count and rate limit all requests that match the rule's scope-down statement.
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Action

Action

Choose an action to take when a request match
Allow
Block

© Count
CAPTCHA customize [2
Challenge

P Custom request - optional

» Add label - optional
Add labels to requests that match this rule
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Set rule priority

Rules (4) A Move up

If a request matches a rule, take the corresponding action. The rules are prioritized in order they appear.

¥ Move down

Name Capacity Action
O test1 1 Allow
O test 2 Block
O AWS-AWSManagedRulesAnonymouslpList 50 Use rule actions
O AWS-AWSManagedRulesAmazonlpReputationList 25 Use rule actions
Cancel Previous Next
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AWS WAF > WebACLs > Create web ACL

Step 1
Describe web ACL and
associate it to AWS resources

Step 2
Add managed rule groups

Step3
Set rule priority

Step 4

Configure metrics

Step s

Review and create web ACL

Add managed rule groups i

Managed rule groups are created and maintained for you by AWS and AWS Marketplace sellers. Any fees that a managed rule

group provider charges for using a managed rule group are in addition to the standard service charges for AWS WAF. AWS

WAF Pricing [2

v AWS managed rule groups

Paid rule groups

AWS WAF charges subscription and usage fees for paid managed rule groups. These are in addition to the standard service charges for

AWS WAF. AWS WAF Pricing [2

Name Capacity

Account creation fraud prevention
- new

Provides protection against the creation of

fraudulent accounts on your site. Fraudulent 50
accounts can be used for activities such as

obtaining sign-up bonuses and

impersonating legitimate users. Learn

More [A

Account takeover prevention

Provides protection for your login page
against stolen credentials, credential stuffing

attacks, brute force login attempts, and

other anomalous login activities. With 50
account takeover prevention, you can

prevent unauthorized access that may lead to
fraudulent activities, or inform legitimate

users to take a preventive action. Learn

More [2

AntiDDoS Protection for Layer 7

attacks

Provides protection against DDoS attacks 50
targeting the application layer, also known as

Layer 7 attacks.

A

dditional fees

$10 per month (prorated
hourly).

Tiered fee model for
requests analyzed AWS
WAF Pricing [2

$10 per month (prorated
hourly).

Tiered fee model for
requests analyzed AWS
WAF Pricing [2

$20 per month (prorated
hourly).

Tiered fee model for
requests analyzed AWS
WAF Pricing [2

Actio

Free rule groups

You can use the free rule groups without any added charges beyond the standard service charges for AWS WAF. AWS WAF Pricing [2

Name Capacity
Admin protection

Contains rules that allow you to block external access to exposed admin pages. This may 100

be useful if you are running third-party software or would like to reduce the risk of a

malicious actor gaining administrative access to your application. Learn More [2

Amazon IP reputation list

This group contains rules that are based on Amazon threat intelligence. This is useful if 25

you would like to block sources associated with bots or other threats. Learn More [2

Anonymous IP list

This group contains rules that allow you to block requests from services that allow

obfuscation of viewer identity. This can include request originating from VPN, proxies, 50
Tor nodes, and hosting providers. This is useful if you want to filter out viewers that may

be trying to hide their identity from your application. Learn More |'_,7'

Action

(D Add to web ACL

(D Add to web ACL

(D Add to web ACL
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GuardDuty > Findings

Findings (368) we

Saved rules Status Threat type

[Applysavedrules v | | Q_ Filter findings

| [Current v (Allf'lndlngs v

]

Title

[SAMPLE] A container escape via cgroups was detected in EC2 instance i-99999999.

[SAMPLE] The resource discovery API GeneratedFindingAPIName was invoked from a Tor exit
node.

[SAMPLE] The user GeneratedFindingUserName successfully logged into RDS database
generatedfindingdbinstanceid from a public IP address in an unusual way after a consistent
pattern of unusual failed login attempts.

[SAMPLE] The EC2 instance i-99999999 has executed an in-memory or shared file.

[SAMPLE] The EC2 instance i-99999999 has loaded a kernel module.

[SAMPLE] The reconnaissance API GeneratedFindingAPIName was invoked from a known
malicious IP address.

[SAMPLE] A malware scan on your S3 object EXAMPLE-OBJECT has detected a security risk
EICAR-Test-File.

[SAMPLE] The EC2 instance i-99999999 is probing a port on a large number of publicly
routable IP addresses.

[SAMPLE] A Bitcoin-related domain name was queried by EC2 instance i-99999999.

| severity v |

@

Medum
Low

(Hidiunt

Finding type v

PrivilegeEscalation:Runti
me/CGroupsReleaseAgen
tModified

Discovery:S3/TorlPCaller

CredentialAccess:RDS/An
omalousBehavior.Success
fulBruteForce

Actions v
< >
| Resource v | Count

Kubernetes Cluster: 1

S3 Bucket: example-
bucket1

RDS DB Instance:
generatedfindingdbinsta 1
nceid

A container escape via cgroups was detected in EC2 instance i-99999999.

@ First seen a minute ago, last seen a minute ago Info

The process GeneratedFindingProcessName in EC2 instance i-99999999 has modified the cgroup release agent located at GeneratedFindingPath.

@ Investigate with Detective

This finding is [ Useful | | Not useful

Overview
Finding ID
Type
Severity
Region
Count
Account ID
Resource ID
Created at

Updated at

Resource affected

00976361001e41188f99a7721a0332be

Privi alat /CGroup. Ag dified
HIGH

us-east-1

1

242864343139

T
10-23-2025 14:03:03 (a minute ago)
10-23-2025 14:03:03 (a minute ago)

Resourcerole  TARGET
Resource type  KubernetesCluster
Kubernetes workload details
Name dingKuberr d
e i e
Type pods
Uid  00112233-4455-6677-8899-aabbccddeeff

Container details
Container runtime
D
Image
Image prefix

Name

GeneratedFindingContainerld

g Image
GeneratedFindingContainerimagePrefix

GeneratedFindingContainerName

Qe
Qe
Qe

Qe

Qe
Qe

Qe
Qe

Qe
Qe
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Backdoor:EC2/C&CActivity.BIDNS Qa X

Finding 1D: 04cO0adedacec98b5466abc81ab184da8

Investigate with Detective X
G EC2 instance i-031b41fdb56911b89 is querying a domain name
Detective visualizes the CloudTrail, VPC flow data and EKS audit logs for the
Command & Control server. Info resources affected by this finding.

- GuardDuty finding

04c0adedacec98b5466abc81ab184da8

= Investigate trends, new behaviors, and relationships involving the
resources and actors present within the finding.

This finding is Useful Not useful

Overview

Investigate VPC flow traffic trends or view the activity details.
Analyze CloudTrail activity associated with the EC2 Instance and
quickly identify any new behavior.

I EC2 instance i-031b41fdb56911b89 [

Severity HIGH
Region us-east-1

Account ID _ Investigate account level CloudTrail activity to identify unusual
Resourca ID i-031b41fdb56911b89 E trends in volume, new activity, and location access patterns.

Created at 06-09-2022 15:05:21 (a year a
Updated at 08-11-2023 09:14:29 (2 minut

[sD
I

IP address 54.160.248.125 [

Investigate CloudTrail activity originating from the IP address to
see unusual trends in volume, new activity from this IP address,
and determine which resources have used the IP address.

IP address 10.0.1.95 [4

Investigate CloudTrail activity originating from the IP address to
see unusual trends in volume, new activity from this IP address,
and determine which resources have used the IP address.

Q <O
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https: Maws amazon. com[ko[blogs/korea/antl -ddos-for-game/

https://aws.amazon.com/ko/blogs/tech/security-logging-strategies-for-security-incident-response/
https://dev.classmethod. |D/art|cles/amazon detective- explamed korean/



https://www.thesslstore.com/blog/what-is-a-ddos-attack/
https://docs.aws.amazon.com/security-ir/latest/userguide/introduction.html
https://aws.amazon.com/ko/blogs/tech/security-logging-strategies-for-security-incident-response/
https://dev.classmethod.jp/articles/amazon-detective-explained-korean/

